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Abstract

The research paper reviews several intelligence documents of strategic nature that
were published in 2024 by the USA, the UK and Greece. Its purpose is to provide a brief
overview of the content of these documents in order to highlight the actors’ goals and
intentions, and identify the emerging trends of the contemporary security environment.
Moreover, it aims to underline the essential role of strategy in addressing security issues,
thus contributing to the establishment of a security culture among the academic
community. The information provided about each document includes the institutional
framework in which it was published, its structure, and its main key points. Finally, the
paper in concluded by the author’s remarks regarding the conditions of the contemporary
security environment and some future considerations regarding the world order that is

being reshaped.

Key words: USA, UK, Russia, China, Greece, Intelligence, Cybersecurity, National
Security, Strategy
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1. Introduction

Monitoring the publication of new official strategic documents of several regional and
international actors (states, organizations, alliances, etc.) and understanding their content
is of vital importance for every International Relations (IR) analyst, researcher and/or
scholar, as it provides an insight to the actors’ strategic planning. This allows a more
accurate evaluation of the actors’ (foreign) policy and the assessment of future
implications as far as several policy fields (foreign policy, defence, economy, energy, etc.),
regions (such as the Arctic, the Indo-Pacific, etc.) and domains (space, cyberspace, etc.)

are concerned.

2. Terms & Concepts

Before proceeding to the presentation of the official strategic documents, it is
necessary to clarify some related terms in order to facilitate a deeper understanding of
their content and the context in which they are published.

The first term that needs to be clarified is the term security, which is related
countering threats/risks by applying effective —preventive, administrative and recovery—
measures depending on the nature of the threat/risk. Although security is an extremely
broad term, it can be defined as:

“[...] the state of being protected or safe from harm, [...] the
state of being closely watched or guarded, [...] the state of being free

from anxiety or worry : the state of being or feeling secure”.’

It must also be stressed that the difference between threats and risks in international
relations is that the term threat usually refers to a certain actor that has the capabilities
and intention to harm the security of another actor by exploiting possible vulnerabilities
(weaknesses and/or flaws), while the term risk usually refers to an unintentional condition

' The Britannica Dictionary. (n.d.). security. https://www.britannica.com/dictionary/security

Center for International Strategic Analyses (KEDISA) 1
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or phenomenon (e.g. climate change, earthquake, economic crisis, etc.) that may harm the
security of an actor.?

Taking into consideration the aforementioned definitions, it must be noted that
national security refers to the protection of a state against all threats/risks that may harm
its proper functioning, territorial integrity, national infrastructure, political independence or
the well-being of its citizens.® Cybersecurity —one of the many variants of security— refers
to the protection of a state or non-state actor against all cyber threats/risks that may harm

its electronic means, systems and/or infrastructure.

Another term that needs to be clarified is the term foreign policy, which is defined as
the general objectives —usually broken down into long term goals (political, economic,
military, etc.)— of a state which guide its activities and relationship with other actors.* In
order for a state to achieve these objectives, its draws a specific plan entitled Grand or
National Strategy,® which defines the desired ends, necessary means, and preferred
ways that will enable their achievement. In addition to the aforementioned three elements,
most strategies usually include a threat/risk analysis® —the second component of risk

management —” which is used to:

“[...] identify: (i) threats to organizations (i.e., operations, assets,
or individuals) or threats directed through organizations against other

organizations or the Nation; (ii) vulnerabilities internal and external to

2 Wallander, C. & Keohane, R. (2002). Risk, threat, and security institutions. in Keohane,R. (Ed.), Power
and Governance in a Partially Globalized World. Routledge, 91.
https://dl1.cuni.cz/pluginfile.php/486331/mod resource/content/0/Robert%20Keohane%20Power%20and%?2
0Governance%20in%20a%20Partially%20Globalized%20World.pdf

3 National security comprises several variants such as military security (national defence), economic
security, internal security (social cohesion, public order, etc.), energy security, health security (public health),
food security, cyber security, climate security, environmental security, cultural security, information security,
protection of national critical infrastructure, etc. For further information see: Pikramenos, K. & Koukakis, G.
(2023). National Security: Myths and Reality [In Greek]. Infognomon, 32.

4 Britannica, T. Editors of Encyclopaedia (2024, November 25). foreign policy. Encyclopedia Britannica.
https://www.britannica.com/topic/foreign-policy

5 The Britannica Dictionary. (n.d.). strategy. https://www.britannica.com/dictionary/strategy

6 National Institute of Standards and Technology. (2020, October). Control Baselines for Information
Systems and Organizations, 63. https:/nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf
7 Risk management is defined as “[...] a comprehensive process that requires organizations to: (i) frame
risk (i.e., establish the context for risk-based decisions); (ii) assess risk; (iii) respond to risk once determined;
and (iv) monitor risk on an ongoing basis using effective organizational communications and a feedback loop
for continuous improvement in the risk-related activities of organizations”. National Institute of Standards and
Technology. (2011, March). Managing Information Security Risk: Organization, Mission, and Information
System View, 6. https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf

Center for International Strategic Analyses (KEDISA) 2
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organizations;14 (i) the harm (i.e., consequences/impact) to
organizations that may occur given the potential for threats exploiting
vulnerabilities; and (iv) the likelihood that harm will occur’ 8

Planning

Intelligence

Cycle

Dissemination Processing

e

Picture 1: The 6 steps of the Intelligence Cycle

Source: Created by Georgios Koukakis ©

Intelligence is processed information that is produced through a specific 6-step
procedure called the intelligence cycle,® and is categorized —depending on the
means/methods of collection and the nature of the information— into Signals Intelligence
(SIGNIT), Imagery Intelligence (IMINT), Measurement and Signature Intelligence

8 lbid, 7.
9 Office of the Director of National Intelligence. (n.d.). How the IC works. https://www.intelligence.gov/how-
the-ic-works
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(MASINT), Human Intelligence (HUMINT), Open-Source Intelligence (OSINT), and
Geospatial Intelligence (GEOINT).'0 It must also be stressed that having access to timely

and accurate intelligence is a vital factor for national security, as analysts often:

“[...] include alternative scenarios in their assessments and,
when appropriate, warn about possible developments abroad that
could provide threats to or opportunities for U.S. security and policy

interests”.1

3. The IC OSINT Strategy of the USA

The IC OSINT Strategy 2024-2026 of the USA is a strategic document that was
published by the Office of the Director of National Intelligence (ODNI) in collaboration with
the Central Intelligence Agency (CIA) on 08 March 2024.? Its institutional framework,
structure, and key points that need to be stressed, are mentioned in the following

paragraphs.
3.1 Institutional framework

The 2024-2026 IC OSINT Strategy is an unclassified intelligence document that
was published for the first time in 2024 in order to modernize the overall approach of the
US Intelligence Community (IC) as far as OSINT is concerned. As stated in the ODNI

press release:

“OSINT, or intelligence derived exclusively from publicly or
commercially available information that addresses specific
intelligence priorities, requirements, or gaps, is vital to the IC’s
mission, providing unique intelligence value and enabling all other
intelligence collection disciplines. Given the expansive and evolving
open source environment, the IC has been working to modernize its

0 Office of the Director of National Intelligence. (n.d.). What is intelligence?
https://www.dni.gov/index.php/what-we-do/what-is-intelligence

11 Office of the Director of National Intelligence. (n.d.). How the IC works. Ibid.

12 Office of the Director of National Intelligence. (2024, March 08). The IC OSINT Strategy 2024-2026.
https://www.dni.gov/index.php/newsroom/reports-publications/reports-publications-2024/3785-the-ic-osint-
strategy-2024-2026
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approach to collecting, creating, and delivering OSINT, and the IC
OSINT Strategy outlines the way forward".!3

ODNI was established in 2004 by the Intelligence Reform and Terrorism
Prevention Act (IRTPAP), while its Director (DNI) is the US President’s principal

intelligence advisor and head of the US Intelligence Community (IC).'* As far as the US

Intelligence Community (IC) is concerned, it comprises 2 independent agencies and 16
elements of the US Departments and Agencies,® its customers include the US President,
the National Security Council (NSC), the Heads of Departments and Agencies of the
Executive Branch, the Chairman of the Joint Chiefs of Staff and senior military
commanders, and the Congress, and its mission is to conduct intelligence activities in

support of the US foreign & domestic security policy.
3.2 Structure

The 2024 ODNI Strategy is a 6 pages long document, comprising the following

parts:
i. Foreword from the Director of National Intelligence (page i).
i.  Foreword From the OSINT Functional Manager (page i).
ii. IC OSINT Strategy 2024-2026 (page 1).
iv.  Introduction (page 2).
v.  Strategic Focus Areas (pages 3-5).
vi.  Key Enablers (page 6).
vii. Way Forward (page 6).
13 Ibid.

14 Office of the Director of National Intelligence. (n.d.). Who We Are. https://www.dni.gov/index.php/who-we-
are

5 Office of the Director of National Intelligence. (n.d.). Members of the IC.
https://www.dni.gov/index.php/what-we-do/members-of-the-ic

Center for International Strategic Analyses (KEDISA) 5
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The INT of First Resort:
Unlocking the Value of OSINT

Picture 2: The 2024-2026 IC OSINT Strategy
Source: https://www.dni.gov/index.php/newsroom/reports-publications/reports-publications-2024/3785-the-
ic-osint-strateqy-2024-2026

3.3 Key points

Some of the keys points of the strategic document regarding its content are the
following:

i. The first key point that needs to be stressed is the critical role of OSINT in

situational awareness and countering national security threats by filling several intelligence
gaps. It must also be noted that due to the rapid change of the security environment and
the advancement of technology, the IC OSINT Strategy will be reviewed annually.

Center for International Strategic Analyses (KEDISA) 6
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i.  Moreover, attention needs to be given to the fact that collaboration with
domestic and foreign partners from several sectors such as industry and academia will
enhance the capabilities and effectiveness of the IC.

ii.  Another point is the 4 focus areas (goals) that are outlined in the Strategy,
which comprise the following:

v Goal 1: Coordinate Open Source Data Acquisition and Expand

Sharing.

v' Goal 2. Establish Integrated Open Source Collection
Management.

v’ Goal 3: Drive OSINT Innovation To Deliver New Capabilities.

v' Goal 4. Develop the Next-Generation OSINT Workforce and
Tradecraft.

iv. As far as the key enablers of this strategy are concerned, the document
refers to the followingQ

v' Governance of the OSINT enterprise which is basically conducted by
the Director of the Central Intelligence Agency (D/CIA) serves as the OSINT Functional
Manager (OSFM).

v' Partnerships which refers to engagement of the IC OSINT
Community with domestic and foreign actors.

4. The Annual Threat Assessment of the USA

The 2024 Annual Threat Assessment (ATA) of the USA is a strategic document that
was published by the Office of the Director of National Intelligence (ODNI) on 11 March
2024.%8 lts institutional framework, structure, and key points that need to be stressed, are
mentioned in the following paragraphs.

16 Office of the Director of National Intelligence. (2024, March 11). ODNI Releases 2024 Annual Threat
Assessment of the u.S. Intelligence Community [Press Release].
https://www.dni.gov/index.php/newsroom/press-releases/press-releases-2024/3789-odni-releases-2024-
annual-threat-assessment-of-the-u-s-intelligence-community

Center for International Strategic Analyses (KEDISA) 7
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4.1 Institutional framework

ATA is an unclassified intelligence document of the aforementioned ODNI that
is published annually since 2006 in order to provide:

‘[...] an unclassified summary the Intelligence Community’s
evaluation of current threats to U.S. national security, including cyber
and technological threats, terrorism, weapons of mass destruction,

crime, environmental and natural resources issues, and economic
issues”.1’
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Picture 3: The 2024 Annual Threat Assessment
Source: https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf

17 Office of the Director of National Intelligence. (n.d.). Annual Threat Assessment of the U.S. Intelligence
Community. https://www.intelligence.gov/annual-threat-assessment
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4.2 Structure
The 2024 ATA is a 40 pages long document, comprising the following parts:
i. Introduction (page 3).
i.  Foreword (pages 5-6).
iii. State actors (pages 7-29).
iv.  Transnational issues (page 30-40).
4.3 Key points

Some of the keys points of the strategic document regarding its content are the

following:

i As far as state actors are concerned, the 2024 ATA focuses on the
regional and global activities of China, Russia, Iran and North Korea, characterising China
as a major indirect threat of the United States that “/...] vies to surpass the United States in
comprehensive national power and secure deference to its preferences from its neighbors
and from countries around the world [...]" and Russia as a major direct threat aiming “/...]

to assert leverage regionally and globally”.

iii. As far as conflicts and fraqility are concerned, the 2024 ATA focuses on

the Gaza Conflict, Potential Interstate Conflict (China maritime, India-China, India-
Pakistan, and Azerbaijan-Armenia), Potential Intrastate Turmoil (The Balkans, Sudan,
Ethiopia, The Sahel, Haiti, and Venezuela).

iv.  Attention must also be given to the fact that the policy fields that the 2024
emphasizes on is economy, technology, WMD, military, space, cyberspace, malign

influence operations, and intelligence.

v. As far as transnational issues are concerned, the 2024 ATA refers that the

spaces contested by major actors mostly include Disruptive Technology, Digital
Authoritarianism and Transnational Repression, and WMD.

Center for International Strategic Analyses (KEDISA) 9
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vi.  On the other hand, the shared domains highlighted by the 2024 ATA are
Environmental Change and Extreme Weather, Health Security, and Migration.

vii. As far as non-state actors are concerned, the 2024 ATA stresses the

severe impact of Transnational Organized Crime, Human Trafficking, Global Terrorism,
and Private Military and Security Companies.

5. The ODNI Strategy of the USA

The ODNI Strategy of the USA is a strategic document that was published by the
Office of the Director of National Intelligence (ODNI) on 24 October 2024.'8 lts institutional
framework, structure, and key points that need to be stressed, are mentioned in the
following paragraphs.

5.1 Institutional framework

National Intelligence Strategy (NIS) is an unclassified intelligence document of
ODNI that has been published every 5 years since 2005 (2005, 2009, 2014, 2019, 2024) in
order to provide the IC guidance regarding its vision, mission, and objectives.

5.2 Structure

The 2024 ODNI Strategy is a 15 pages long document, comprising the following

parts:

i. Goal 1: Aligning our National Intelligence Resources to our National

Priorities (page 4).
i. QGoal 2: Promoting Expertise, Data, Science, and Innovation (pages 6-7).
iii. Goal 3: Enhancing IC Partnerships (pages 8-9).

iv.  Goal 4: Strengthening Resilience (pages 10-11).

18 Office of the Director of National Intelligence. (2024, October 24). The ODNI Strategy.
https://www.dni.gov/index.php/newsroom/reports-publications/reports-publications-2024/4009-the-odni-

strategy

Center for International Strategic Analyses (KEDISA) 10
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v.  Goal 5: Building Trust and Confidence (pages 12-13).

vi. Goal 6: Strengthening our Institution and our Workforce (pages 14-15).

STRATEGY

2024

Picture 4: The ODNI Strategy
Source: https://www.dni.gov/index.php/newsroom/reports-publications/reports-publications-2024/4009-the-

odni-strategy

5.3 Key points

Some of the keys points of the strategic document regarding its content are the
following:

i. One of the key points that must be stressed is that the US priorities are
defined in National Security Strateqy (NSS), the National Defense Strategy (NDS), and the

Center for International Strategic Analyses (KEDISA) 11
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Annual Threat Assessment (ATA), also stressing the significant work done by the National

Counterterrorism Center (NCTC).

i. Another key point is the essential role of education in promoting best
practices and reforms in intelligence, which in this case is provided through the National

Intelligence University (NIU).

iii. Innovation is also a vital factor for intelligence, and can be achieved

through research and development (R&D) and proper funding.

iv. As far as resilience is concerned, the United States is the not the only
actor that has highlighted its importance, as many state or non-state actors have stressed

its vital role in the contemporary security environment.

v.  The fact that foreign malign influence has drawn the IC’s attention is of no

surprise, as Foreign Influence Manipulation and Interference (FIMI) has been

characterised as one of the most dangerous threats to democracy.

vi. The need for transparency that is noted in the document is also a very
important factor in building trust for every governmental body, especially for intelligence

services whose work remains unknown most of the times.

vii. As far as the strengthening of the workforce is concerned, it is considered
to be a high priority for every governmental body as it is closely related to its effectiveness

regardless of the modernization of its equipment.

6. The NCSC Annual Review of the UK

The Annual Review (AR) is a strategic document that was published by the National
Cyber Security Centre (NCSC) of the United Kingdom on 03 December 2024.'° lts
institutional framework, structure, and key points that need to be stressed, are mentioned

in the following paragraphs.

9 National Cyber Security Centre. (2024, December 03). NCSC Annual Review 2024.
https://www.ncsc.gov.uk/collection/ncsc-annual-review-2024

Center for International Strategic Analyses (KEDISA) 12
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6.1 Institutional framework

The AR is an unclassified intelligence document of the NCSC emphasising on
cybersecurity that is published annually since 20717. As far as its content is concerned, it:

“[...] highlights and milestones between 1 September 2023 and
31 August 2024. It also looks ahead to future challenges. As part of a
national security agency, not all its work can be disclosed publicly but
the review seeks to describe the year with insights and facts from
colleagues inside and out of the organisation.” 2°

It must also be stressed that NCSC, is the technical authority for cyber security
of the UK and part of its Government Communications Headquarters (GCHQ).?' As far as
the GCHQ is concerned, it is the UK’s intelligence, security and cyber agency having as a
mission to help keep the UK safe by conducting operations in the fields of Counter
Terrorism, Cyber Security, Strategic Advantage, Serious & Organised Crime, and Support
to Defence.??

6.2 Structure
The 2024 AR is a 71 pages long document, comprising the following parts:
i. Ministerial foreword (pages 1-2).
i.  Director GCHQ foreword (pages 3-4).
iii. NCSC CEO foreword (pages 5-6).
iv.  Timeline (pages 7-11).
v. The NCSC at a glance (pages 11-12).

vi. The NCSC, working with... (pages 13-14).

20 |bid.

21 National Cyber Security Centre. (n.d.). About the NCSC. https://www.ncsc.gov.uk/section/about-
ncsc/what-we-do

22 GCHAQ. (n.d.). Mission (Overview). https:/www.gchqg.gov.uk/section/mission/overview

Center for International Strategic Analyses (KEDISA) 13
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6.3

following:

vii. Chapter 1: Countering the cyber threat (page 15-26).

viii. Chapter 2: Building the UK’s cyber resilience (pages 27-44).

ix. Chapter 3: Developing the UK’s cyber ecosystem (pages 45-56).

X.  Chapter 4: Keeping pace with evolving technology (pages 57-71).
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Picture 5: The 2024 Annual Review of the NCSC

Source: https://www.ncsc.gov.uk/collection/ncsc-annual-review-2024

Key points

Some of the keys points of the strategic document regarding its content are the

Center for International Strategic Analyses (KEDISA)
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i. Cybersecurity is closely related to national critical infrastructure (CNI)
security and a vital variant of national security, as cyberattacks are an integral part of the
contemporary security environment. Collaboration with private and international state

actors is a crucial factor in enhancing a states’ cybersecurity.

i.  The direct or indirect dependency on technology makes states extremely
vulnerable to cyber threats. Cyber threats though, do not target only governmental/public
institutions, but the private sector as well. Cybersecurity can easily be achieved in most

cases by applying basic cyber security standards.

ii.  The main cyber threats in national and international level are China,
Russia, Iran and the Democratic People’s Republic of Korea (DPRK). Geopolitics is
consider to be a driver of cyber threat, while the most common goal of cyberattacks is

either economic (gain money) or political (reduce people’s trust in democracy).

iv.  Atrtificial Intelligence (Al) is being used to facilitate cyberattacks, changing
the methods and means the hostile actors operate. Thus, keeping up with technological

advancements is crucial for achieving cybersecurity.

v.  Cyber resilience underpins the economic future and safety of the UK, as it
is related to its critical national infrastructure security, the democratic procedures (e.qg.
elections), etc. To this end, research and development (R&D) and proper ‘digital

legislation’ is an essential factor for enhancing resilience.

vi.  The UK has implemented a number of initiatives regarding cybersecurity
in order to develop a robust cyber ecosystem.

7. The NIS Annual Report of Greece

The Annual Report of Priorities and Fields of Actions (ARPFA) is a strategic
document that was published by the National Intelligence Service (NIS) of Greece on 06
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December 2024.22 Its institutional framework, structure, and key points that need to be

stressed, are mentioned in the following paragraphs.
7.1 Institutional framework

ARPFA is an unclassified intelligence product of EYP that was published for the
first time in 2023. According to the NIS, the importance of ARPFA lies in the fact that it:

“[...] enables the public to be informed about the multifaceted
work carried out by the Service on a daily basis to defend national
security and the national interests of the country”.?*

As far as the Intelligence Services of Greece are concerned, it must be noted that the
first one was founded in 1925 under the name General Security Service (GSS). During
World War Il (WWII) the security of Greece was provided by the War Special Services
Section (WSSS), in 1936 the Greek state founded the Defence Service, while in 1946 the
Military Protection Service (MPS) was founded. In 1952 MPS was restructured into the
Central Information and Investigation Service (CIIS) —which is considered to be the
predecessor of the current NIS— and in 1986 renamed into National Intelligence Service
(NIS).2®

7.2 Structure
The 2024 ARPFA is a 28 pages long document, comprising the following parts:
i. Foreword of the Director (page 5-7).
i. EYP inthe shadow of two wars (pages 9-10).

iii.  The main threats in the new reality (pages 10-19).

23 National Intelligence Service. (2024, December 06). Annual Report of Priorities and Fields of Actions of
the National Intelligence Service (NIS) 2024 [Press Release (In Greek)]. https://www.nis.gr/el/news/3580
24 National Intelligence Service. (2023, November 21). Annual Report of Priorities and Fields of Actions of
the National Intelligence Service (NIS) 2023 [Press Release (In Greek)]. https://www.nis.gr/el/news/3579
25 National Intelligence Service. (n.d.). Timeline. https://www.nis.gr/en/agency/historical-background/timeline
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iv. Operational, Technological, Organisational Upgrade and Extroversion
(pages 19-24)

v.  Challenges of a future that has already begun (pages 25-27)

vi. Epilogue (page 28).

EONIKH YNHPEZIIA HAHPOOOPIQN‘

ETHIIA EKOETHE =

NMPOTEPAIOTHTQN KAl TOMEQN APAZIHI

" ZENTEMBPIOX 2023 - AYTOYITOE 2024

Picture 6: The 2024 NIS Annual Report of Priorities and Fields of Actions
Source: https://www.nis.gr/el/news/3580

7.3 Key points

Some of the keys points of the strategic document regarding its content are the

following:
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i. The main fields that the NIS focused on from September 2023 to August
2024, was cybersecurity, counterintelligence, counterterrorism, organised crime, and
illegal migration.

i.  The war in Ukraine and the war in Gaza resulted into an increased on the
number of cyberattacks raising the NIS’s overall awareness, especially as far as the

situation in its neighbouring states are concerned.

iii.  Traditional espionage has nowadays been enhanced by modern means

such as cyber espionage, which is best tackled through collaboration with other Greek

agencies and actors.

iv. Terrorism remains one of the main threats to the national security of
Greece, not only in the form of terrorist organizations such as Daesh and Al Qaeda but

‘lone wolves’ as well.

v.  The illegal migration networks have been adapting to the methods used by

the NIS, leading to the need for adopting new ways by the Service.

vi. As far as organised crime is concerned, NIS focused not only in its

international dimension, but on its internal dimension as well that includes money

laundering, fraud, corruption of public servants, etc..

vii. Regarding NIS’s reform, the documents emphasises on the Service’s

efforts to enhance its operational effectiveness through the use of new means and

methods of collection and analysis, the enhancement of its workforce, the creation of a
unified Analysis Directorate, and constant adaptation to the security environment

conditions.

viii. In the context of the worldwide phenomenon of human rights violation
such as the communications interception and the fact that NIS is the National INFOSEC
Authority and the National TEMPEST Authority, the Service conducted several audits to
public institutions in order to ensure the implementation of the respective legislation.
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ix. A milestone in NIS’s history is also the foundation of the Intelligence and

Espionage Academy, in order to provide respective education and training to the

personnel of the Service.

xi. In the context of the Service’'s extroversion, NIS also declassified several

documents regarding the Cyprus Invasion of 1974, while it is working on the creation of a
Museum/Visitors Center.

xii. Moreover, one of the key points of the document is that the NIS is
responsible for both homeland and external security, making cooperation with state and
non-state actors —such as foreign intelligence and security agencies, the EU and NATO-
vital for accomplishing its mission. Thus, NIS in the context of intelligence diplomacy, took

part in several intelligence multilateral schemes.

xiii. As far as the future challenges are concerned, the ARPFA emphasizes on

addressing armed conflict, terrorism, violent extremism, organised crime, human
trafficking, hybrid threats, Foreign Information, Manipulation and Interference (FIMI),
climate change, keeping up with the technological advancement (especially Al), and

promoting innovation.

8. Remarks & future considerations

Taking into consideration the content of the intelligence strategic documents that

were presented in the paper, it is obvious that intelligence is a vital factor for countering

national security threats, as it not only facilitates decision makers in identifying emerging

threats and their impact but also spot (foreign and domestic) vulnerabilities.

Second of all, it must be stressed that it having a National Security Strateqy is

essential for every state, as this type of document defines the context (ends, means, ways,
risk analysis) in which every public institution will draw and implement its own strategy,
that —being part of the overall Grand (National) Strategy— will complement the
implementation of the strategies of the rest institutions.
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Third of all, it needs to be noted that national security is not only about military

threats, as it includes a variety of policy fields and domains such as the economy, the

environment, critical infrastructure, energy, migration, food, information, health, etc.
Moreover, one of the most important emerging trends regarding security is the attempt of
several actors to gain dominance in non-traditional domains such as space, cyberspace,
and the Arctic.

As far as state actors are concerned, the China and Russia are identified as the two

most pressing threats to national, regional and international security, as they are involved

in a variety of activities regarding the economy, technology, WMD, military, space,
cyberspace, and information & intelligence operations, aspiring to change the world order

in their favour and gradually transform it to a multipolar model.

It must also be stressed that resilience —especially as far as the cyber domain is

concerned—has been identified by many actors as the most vital capacity, as the

contemporary security environment of permacrises and polycrises is dominated by various
hostile state and non-state actors that use the cyber domain as the main field for
conducting malicious activities such as hybrid war, disinformation campaigns, information
warfare, etc. which affect the proper functioning of states and undermine their citizens’

trust in democratic governance.

Moreover, it seems that most states have begun to cooperate not only with other like-

minded states, but with non-state actors such as the academia and the private sector,

endorsing the phrase “If you want to go fast, go alone; if you want to go far, go together’.
As far as the cooperation in state level is concerned, one of the most known intelligence
cooperation schemes is the Five Eyes, an intelligence partnership between the United
States, the United Kingdom, Australia, New Zealand and Canada.?®

Another significant conclusion is that the personnel is the most important asset of

every intelligence service or agency. Thus, investing in the development of the personnel’s

26 Australian  Government/Australian  Signals  Directorate.  (n.d.). Intelligence  partnerships.
https://www.asd.gov.au/about/history/asd-stories/2022-03-16-intelligence-partnerships
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skills —especially as far as new means and methods of collections and analysis are
concerned— through education and training in order for it to be able to cope with the
contemporary conditions of the security environment, is an action that will only benefit

every agency/service.

Finally, it needs to be underlined that innovation through research and development

plays a crucial role in intelligence, as it facilitates the development of new means and

methods of information collection and analysis, leading actors to gain strategic advantage

and achieve sustainability in several sectors. To this end, Artificial Intelligence (Al) is not

just a multiplier of power but a modern necessity that will define the future distribution of

power, as according to the Russian President Viadimir Putin:

“Artificial intelligence is the future not only of Russia but of all of
mankind [...] There are huge opportunities, but also threats that are
difficult to foresee today. Whoever becomes the leader in this sphere

will become the ruler of the world [...J" 2’

9. Conclusion

In conclusion, it must be stressed that the importance of the work of the intelligence

& security services must not be measured by its mistakes and failures, but by imagining

the level of a state’s national security in their absence. Besides, a vast majority of this work

is usually not published due to its ‘sensitive nature’, having as a result the intelligence
agencies/services to draw the public’s attention only when they fail to accomplish their
mission. Fortunately, most decision makers —having access to classified documents and a
in some cases daily contact with their personnel— realise that failure is unfortunately a ‘part
of the job’ that cannot be avoided, focusing on the daily ‘small successes’. One of these
decision makers was the US President Gerald R. Ford, stating on 30 January 1976 during
the swearing-in ceremony of George H. W. Bush as Director of Central Intelligence (DCI)
that:

27 Gigova, R. (2017, September 02). Who Vladimir Putin thinks will rule the world. CNN World.
https://edition.cnn.com/2017/09/01/world/putin-artificial-intelligence-will-rule-world/index.html
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«As every President since World War Il, | depend on you as
one of America’s first lines of defense. Every morning, as a result of
your efforts, an intelligence report is delivered to my desk which is
complete, concise, perceptive, and responsible. As a result, | am fully
aware of the tremendous effort, the tremendous teamwork that goes
into it and all of the intelligence reports that | receive that are so vital
to the making of sound policy decisions on national security. And let

me express my gratitude for this fine work».?8

L1

28 Central Intelligence Agency. (2016). President’s Daily Brief: Delivering Intelligence to Nixon and Ford
[Official Document]. CIA’s Historical Review Program, 7. https://www.cia.gov/static/Presidents-Daily-Brief-
Delivering-Intelligence-to-Nixon-and-Ford.pdf
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